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Can you trust a computer to control physics?

Rationale
@ Safety guarantees require analytic foundations.
@ Foundations revolutionized digital computer science & our society.

© Need even stronger foundations when software reaches out into our
physical world.

How can we provide people with cyber-physical systems they can bet their
lives on? — Jeannette Wing

Cyber-physical Systems
CPS combine cyber capabilities with physical capabilities to solve problems
that neither part could solve alone.
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CPS Analysis: Robot Control

Challenge (Hybrid Systems)

Fixed rule describing state
evolution with both

@ Discrete dynamics
(control decisions)

e Continuous dynamics
(differential equations)
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CPS Analysis: Robot Control

Challenge (Hybrid Systems)

Fixed rule describing state
evolution with both

@ Discrete dynamics
(control decisions)

e Continuous dynamics
(differential equations)
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CPS Analysis: Robot Control

Challenge (Games)

Game rules describing play
evolution with both
@ Angelic choices
(player © Angel)
@ Demonic choices
(player & Demon)
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CPS Analysis: Robot Control

Challenge (Hybrid Games)

Game rules describing play
evolution with

@ Discrete dynamics
(control decisions)

e Continuous dynamics
(differential equations)

@ Adversarial dynamics
o (Angelovs. Demon 0) |

4

Eoba o w o S

N
N
o
o
3
~
N
N
o
%

10

André Platzer (CMU) TOCL'15 5/26


http://symbolaris.com/andre.html

CPS Analysis: Robot Control

Challenge (Hybrid Games)

Game rules describing play
evolution with

@ Discrete dynamics
(control decisions)

e Continuous dynamics
(differential equations)

@ Adversarial dynamics
. (Angelovs. Demon o) d

04
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CPS Analysis: RoboCup Soccer

Challenge (Hybrid Games)

Game rules describing play
evolution with

@ Discrete dynamics
(control decisions)

e Continuous dynamics
(differential equations)

@ Adversarial dynamics
. (Angelovs. Demon o) d

04

0.2
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Contributions

Logical foundations for hybrid games

Compositional programming language for hybrid games
Compositional logic and proof calculus for winning strategy existence
Hybrid games determined

Winning region computations terminate after zwICK iterations

Separate truth (3 winning strategy) vs. proof (winning certificate) vs.
proof search (automatic construction)

Sound & relatively complete
Expressiveness

Fragments quite successful in applications

Generalizations in logic enable more applications
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© Differential Game Logic
@ Differential Hybrid Games
@ Denotational Semantics
@ Determinacy
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Differential Game Logic dGL: Syntax

Definition (Hybrid game a)

x:=f(x)[?Q | X =f(x) | aUub|ab|a|a’

Definition (dGL Formula P)

pler,...,en) |er1>e | 7P| PAQ|VxP|3IxP | (a)P | [a]P

TOCL'15
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Differential Game Logic dGL: Syntax

Differential

Definition (Hybrid game a)

x:=f(x)|?2Q | X =f(x)|aUb | ab]|a*|a’

Definition (dGL Formula P)

pler,...,en) |er1>e | 7P| PAQ|VxP|3IxP | (a)P | [a]P

All Some
Reals Reals
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Differential Game Logic dGL: Syntax

Differential

Definition (Hybrid game a)
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Differential Game Logic dGL: Syntax

Differential

Definition (Hybrid game a)

x:=f(x)|?2Q | X =f(x)|aUb | ab]|a*|a’

Definition (dGL Formula P)

pler,...,en) |er1>e | 7P| PAQ|VxP|3IxP | (a)P | [a]P

All Some) [Angel
Reals Reals ) \Wins
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Differential Game Logic dGL: Syntax

Differential

Definition (Hybrid game a)

x:=f(x)|?Q | X' =f(x)|aub]a;b|

a*|ad

Definition (dGL Formula P)

p(er,...,en) |e1>e | P|PAQ|VxP|3IxP|(a

)P | [a]P

All Some) [Angel Demon
Reals Reals ) \Wins Wms
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Definable Game Operators

Demon Ops

choice N choice
* repeat x repeat
x' = f(x) evolve x' = f(x)? evolve
Q challenge ?7Q challenge

if(Q)aelseb=(?Q;a)U(?-Q;b)
while(Q)a= (?Q;a)";7-Q
anb=(a%uUbd)
a* = ((a%))°
(X =f(x)& Q) #x' = f(x)&Q
(x:=f(x))¥ = x:=f(x)
7Q7£7Q

André Platzer (CMU) TOCL'15 9/26
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Simple Examples

(x=x+1,(x=x)Ux=x-1))(0<x<1)
((x=x+1L(x=x)U(x=x—1Nx=x—-2)))0<x < 1)

(w—eP<1Av="F—

(((u=1Nw:=-1);
(g:=1Ug:=-1);
t:=0;
W=v,V=uée=Fff=gt=1&t<1)?

)X> (w—e)?<1
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Simple Examples
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Simple Examples
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Differential Hybrid Games: Zeppelin Obstacle Parcours

arXiv
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Differential Hybrid Games: Zeppelin Obstacle Parcours
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Differential Game Invariants

Theorem (Differential Game Invariants)

Jy € YVz e Z FIv)

O S W =iy )%y € ez e 2IF

arXiv
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Differential Game Logic: Denotational Semantics

Definition (Hybrid game a: denotational semantics)

Sxe=f)(X) = {s€8 : sy(x)lls € X}
So=ry(X) = {9(0) €S+ p(r) € X, L2 () = [F ()l (¢ for all ¢}
ap(X) = [PINX
saub(X) = ca(X) Uch(X)
§a;b(X) = Ca(gb(X))
o(X) = N{ZC$ : XUau(2)C2)
624(X) = (sa(XE))C

Definition (dGL Formula P)

[e1 > e] = {s€S : [e], > [e],}
[-P1 = ([P])
[PAQ] = [PINIQ]

[(a)P] = <([PI)
[la1PT = 4.(IPT)

TOCL'15 13 /26
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Differential Game Logic: Denotational Semantics

Definition (Hybrid game a: denotational semantics)

§x:=f(x)(X) = {5 cS S)lEf(X)]Is = X}

Sx=f(x) (X)

b o
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Differential Game Logic: Denotational Semantics

Definition (Hybrid game a: denotational semantics)

=t (X) = {0(0) €8+ (r) € X, FEC) = [F(X)] ) for all ¢}

Sx’=Ff(x) (X)
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Differential Game Logic: Denotational Semantics

Definition (Hybrid game a: denotational semantics)
ap(X) = [PINnX

s2p(X)
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Differential Game Logic: Denotational Semantics

Definition (Hybrid game a: denotational semantics)
saub(X) = <a(X) Usp(X)
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Differential Game Logic: Denotational Semantics

Definition (Hybrid game a: denotational semantics)
ga;b(X) = §3(§b(X))

ga;b(X)
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Differential Game Logic: Denotational Semantics

Definition (Hybrid game a: denotational semantics)
(X)) = ({ZCS : XUg(2)C 2z}
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Differential Game Logic: Denotational Semantics

Definition (Hybrid game a: denotational semantics)
(X)) = ({ZCS : XUg(2)C 2z}
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Differential Game Logic: Denotational Semantics

Definition (Hybrid game a: denotational semantics)
(X)) = ({ZCS : XUg(2)C 2z}
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Differential Game Logic: Denotational Semantics

Definition (Hybrid game a: denotational semantics)
(X)) = ({ZCS : XUg(2)C 2z}

63(X)
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Differential Game Logic: Denotational Semantics

Definition (Hybrid game a: denotational semantics)
(X)) = ({ZCS : XUg(2)C 2z}

a*(X) -+ B(X)
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Differential Game Logic: Denotational Semantics

Definition (Hybrid game a: denotational semantics)
(X)) = ({ZCS : XUg(2)C 2z}
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Differential Game Logic: Denotational Semantics

Definition (Hybrid game a: denotational semantics)
(X)) = ({ZCS : XUg(2)C 2z}

o

Zwch iterations
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Differential Game Logic: Denotational Semantics

Definition (Hybrid game a: denotational semantics)

(X)) = (a(XE)F
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Differential Game Logic: Denotational Semantics

Definition (Hybrid game a: denotational semantics)

(X)) = (a(XE)F
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Consistency & Determinacy

Theorem (Consistency & determinacy)

Hybrid games are consistent and determined, i.e. E =(a)—=P « [a]P.

Corollary (Determinacy: At least one player wins)
F —(a)-P — [a]P, thus E (a)—=P V [a]P.

Corollary (Consistency: At most one player wins)

F [a]P — —(a)=P, thus E =([a]P A (a)—P)

André Platzer (CMU) TOCL'15 15/ 26
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© Proofs for CPS
@ Axiomatization
@ Soundness and Completeness
@ Corollaries
@ Separating Axioms

André Platzer (CMU) TOCL'15 15/ 26
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Differential Game Logic: Axiomatization

[a]P ¢+ ~(a)=P M ﬁ
(x:=f(x))p(x) < p(f(x)) Fp PV (a)Q = Q
(a*)P — Q
(X' = f(x))P + It>0 (x:=y(t))P P PO
(2Q)P < (Q A P) MP Q
(aUbYP 3 (3)PV (b)P I)”:TQQ (x & FV(p))
(@ b)P <> (a)(b)P @
PV (a)(a)P — (a")P ()

(ad>P <~ —|<a)—|P

TOCL'15

TOCL'15 16 / 26


http://symbolaris.com/andre.html
http://dx.doi.org/10.1145/2817824

“There and Back Again” Game

X =f(x)&Q=ty:=x0;x' = f(x);(z:=x;72 = —F(2))?; Nz20>tg — Q(2))

X
t revert flow, time xp;
Demon checks @
backwards
Z'=—1(z)
- - t
to := Xo r

Evolution domains definable by games I

André Platzer (CMU) TOCL'15 17 / 26
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Example Proof: Dual Filibuster

.[‘] X:O—)[x::OﬁX::l]XZO
ndx =0 —=[(x:=0Nx:=1)]x =0
Dx=0=((x:=0Ux:=1))x=0

André Platzer (CMU) TOCL'15 18 /26
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Example Proof: Dual Filibuster

<d>X:0—)—|<x::00x::1)—-x:0
[l x=0—[x:=0nx:=1x=0

My =0 =[(x:=0Nx:=1)"]x =0
<d>x=0—><(x:=0Ux:=1)X>x=0
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Example Proof: Dual Filibuster

Wx=0—=(x=0Ux=1)x=0
<d>X:0—)—|<x::00x::1)—-x:0
[l x=0—[x:=0nx:=1x=0
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<d>x=0—><(x:=0Ux:=1)X>x=0
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Example Proof: Dual Filibuster

(=0 =(x:=0x=0V (x:=1)x=0
(U>x:0—>(x::0Ux::1)x:0
<d>X:0—)—|<x::00x::1)—-x:0

(] x=0—=[x=0Nx:=1]x=0

iy =0 —=[(x:=0Nx:=1)"]x =0
<d>x=0—><(x:=0Ux:=1)X>x=0
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Example Proof: Dual Filibuster

Rx=0-20=0v1=0
(=0 =(x:=0x=0V (x:=1)x=0
(U>x:0—>(x::0Ux::1)x:0
<d>X:0—)—|<x::00x::1)—-x:0

(] x=0—=[x=0Nx:=1]x=0

ndxy =0 —=[(x:=0Nx:=1)]x =0
<d>x=0—><(x:=0Ux:=1)X>x=0
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Example Proof: Dual Filibuster

ES

Rx=0-20=0v1=0

(I =0—=(x=0x=0V (x:=1)x=0
(U>x:0—>(x::0Ux::1)x:0
<d>X:0—)—|<x::00x::1)—-x:0

[ x=0—=[x=0Nx:=1]x=0
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Soundness & Completeness

Theorem (Completeness)

dGL calculus is a sound & complete axiomatization of hybrid games

relative to any (differentially) expressive logic L.
Eo iff Taut k¢

TOCL'15
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Soundness & Completeness: Consequences

Corollary (Constructive)

Constructive and Moschovakis-coding-free. (Minimal: x' = f(x), 3, [a*])

Remark (Coquand & Huet) (Inf.Comput'88)

Modal analogue for (a*) of characterizations in Calculus of Constructions

Corollary (Meyer & Halpern) (JLACM'82)

F — (a)G semidecidable for uninterpreted programs.

Corollary (Schmitt) (Inf.Control.'84)

[a]-free semidecidable for uninterpreted programs.

Uninterpreted game logic with even 9 in (a) is semidecidable.

André Platzer (CMU) TOCL'15 20 / 26
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Soundness & Completeness: Consequences

Harel'77 convergence rule unnecessary for hybrid games, hybrid systems,
discrete programs.

Corollary (Characterization of hybrid game challenges)

e [a*]G: Succinct invariants discrete 3
o [x' = f(x)]G and (X' = f(x))G: Succinct differential (in)variants Al
e dx G: Complexity depends on Herbrand disjunctions: discrete M}

v uninterpreted v reals x 3x[a*]G MNi-complete for discrete a

Corollary (Hybrid version of Parikh's result) (FOCS'83)

*-free dGL complete relative to dL, relative to continuous, or to discrete
d_free dGL complete relative to dC, relative to continuous, or to discrete

André Platzer (CMU) TOCL'15 21 /26
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Soundness & Completeness: Consequences

Corollary (ODE Completeness) (+LICS'12)

dGL complete relative to ODE for hybrid games with finite-rank Borel
winning regions.

Corollary (Continuous Completeness)

dGL complete relative to L,p, continuous modal p, over R

Corollary (Discrete Completeness) (+LICS'12)

dGL + Euler axiom complete relative to discrete L, over R

André Platzer (CMU) TOCL'15 22 /26
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Soundness & Completeness: Consequences

(x=1x=19Ux=x-1)"N0<x<1
~—

c

o {

/

~\~
a

» Fixpoint style proof technique

Vx (0<x<1VVt>0p(0+t) V p(x — 1) = p(x)) true — p(x))

Vx (0<x<1V (x:=1)=3t>0 (x :=x+t)—p(x) V p(x—1) = p true — p(x))

—
x)) —
x)) —
Vx (0<x<1V (b)p(x) V (c)p(x) = p(x)) = (true — p(x))

Vx (0<x<1V (x:=1)=(x" = 1)=p(x) Vp(x —1) = p

( (
( (
( (
( (

)
)
true — p(x))
)
)

Vx (0<x<1V (bU c)p(x) = p(x)) = (true — p(x))
Vx (0<x<1 V (a)(a*)0<x<1 — (a*)0<x<1) — (true — (a*)0<x<1)

true — (a*)0<x<1

André Platzer (CMU) TOCL'15 23 /26
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Separating Axioms

Theorem (Axiomatic separation: hybrid systems vs. hybrid games)

Axiomatic separation is exactly K, I, C, B, V, G. dGL is a subregular,
sub-Barcan, monotonic modal logic without loop induction axioms.

P=Q

K [a(P — Q) — ([a]P — [4] Q) 0GP S [0
M (3)(PV Q)= (a)PV (2)Q M (@)PV(a)Q — (a)(PV Q)
¥ [a](P = [4]P) — (P — [a]P) VI (P = [aP) = (P — [a]P)

[a*]Vv>0(p(v) — (a)p(v — 1)) (va)

— Vv (p(v) — (a")3v<0p(v))
B (a)3x P — 3x (a)P (x¢a) B 3x(a)P - (a)3x P
Y p—lap (FV(p) N BV(a) =0) VK p — ([a]true—[a]p)

P P—Q
€ e M P S [0

André Platzer (CMU) TOCL'15 24 /26


http://symbolaris.com/andre.html

Outline

@ Expressiveness
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Expressiveness

Theorem (Expressive Power: hybrid systems < hybrid games)

dGL for hybrid games strictly more expressive than dL for hybrid games:

df < dGL

André Platzer (CMU) TOCL'15 25 /26
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Expressiveness

Theorem (Expressive Power: hybrid systems < hybrid games)

dGL for hybrid games strictly more expressive than dL for hybrid games:

df < dGL

First-order Inductive
adm. R adm. R

André Platzer (CMU) TOCL'15 25 /26
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Outline

© Summary
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Differential Game Logic
differential game logic (a) \}/l:'i'g
ayP <
dGL = GL+ HG = dC + ¢ P
=

@ Logic for hybrid games

@ Compositional PL + logic

@ Discrete + continuous + adversarial
@ Winning region iteration Zw1CK

@ Sound & rel. complete axiomatization
@ Hybrid games > hybrid systems

o 9 radical challenge yet smooth extension

@ Stochastic ~ adversarial

André Platzer (CMU) TOCL'15 26 / 26
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Definition (Hybrid game a: operational semantics)
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Successful Hybrid Games Proofs

Verification Challenge:
(rz,1y)

Hybrid games proving also for proving relaxed notions of system similarity
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Robotic Factory Automation (RF)

Example (Environment vs. Robot)
((?true N(x <ecNy <e Neffy =1); vy i= v + ¢; effy :==0)

N(?(ex < xAy <f, Neff, =1); v, :==v, + ¢; eff, :=0));

(72, 7y,
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((?true N(x <ecNy <e Neffy =1); vy i= v + ¢; effy :==0)

N(?(ex < xAy <f, Neff, =1); v, :==v, + ¢; eff, :=0));
(ax =% N(—A<a,<A)
ay, :==x%; (-A<a, <A);
i o=0);
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((?true N(x <ecNy <e Neffy =1); vy i= v + ¢; effy :==0)

N(?(ex < xAy <f, Neff, =1); v, :==v, + ¢; eff, :=0));
(ax =% N(—A<a,<A)
ay, :==x%; (-A<a, <A);
i o=0);

(x':vx,y’:vy,v)'(:ax,v}',:ay,t'zl,tézl&tsge)d;
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Robotic Factory Automation (RF)

Example (Environment vs. Robot)
((?true N(x <ecNy <e Neffy =1); vy i= v + ¢; effy :==0)
N(?(ex < xAy <f, Neff, =1); v, :==v, + ¢; eff, :=0));
(ax =% N(—A<a,<A)
ay, :==x%; (-A<a, <A);
i o=0);
(X' =vy =v,vi =aqv, =a,,t' =1,t; = 1&t, <e)?;
U((?axvx <0Aayv, <O0;
if v, =0 then a, :=0 fi;
if vy =0 then a, :=0fi );

/ ! A
X' =v,y =vy, v, =

(72, 7y,

/ ! /
a, v, =ay,t =Lt =1

d X
&ts <eNayw <0Aayv, <0) )))
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Robotic Factory Automation (RF)

Proposition (Robot stays in )

E(x=y=0Av=v, = 0\ CEXITIYEMITT )
= (RF)(x € [, ] Ay € [ly, 1,])

Proposition (Stays in  + leaves shaded region in time)

RF|x: RF projected to the x-axis

E (x = 0 A vy = 0/ CETIEEESmEE )
= (RF[x)(x € [he, i A (t > & = (x > xb)))
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